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OverviewOverview
Introduction to IPIntroduction to IP

Protocol structureProtocol structure
Network architectureNetwork architecture
ApplicationsApplications

Issues relevant to IP TransitionIssues relevant to IP Transition
SecuritySecurity
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Protocol LayeringProtocol Layering
AdvantagesAdvantages

DesignDesign
EfficiencyEfficiency

OSIOSI
7 layers: Presentation, Application, Session, 7 layers: Presentation, Application, Session, 
Transport, Network, Link, PhysicalTransport, Network, Link, Physical

TCP/IPTCP/IP
4/5 Layers: Application, Transport, Network, 4/5 Layers: Application, Transport, Network, 
Data link/PhysicalData link/Physical
Not a fundamental design requirementNot a fundamental design requirement
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Layering in PacketsLayering in Packets

44
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IP LayerIP Layer

Unique global addressingUnique global addressing
32 bit address space32 bit address space

Functions over heterogeneous networksFunctions over heterogeneous networks
ConnectionlessConnectionless
Best effort deliveryBest effort delivery
Error detectionError detection

55
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Packet StructurePacket Structure
Link layer framing Link layer framing 
IP HeaderIP Header

Version, QoS, TTL, length fields, Version, QoS, TTL, length fields, 
fragmentation, source and destination fragmentation, source and destination 
addressesaddresses
Options: Source routing, time stamp, record Options: Source routing, time stamp, record 
route, etc...route, etc...

Packet dataPacket data
Upper layer protocol headerUpper layer protocol header
Application dataApplication data
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AddressingAddressing

Hierarchal address schemeHierarchal address scheme
Network and hostNetwork and host
Address classes vs. CIDRAddress classes vs. CIDR
Public vs. private address rangesPublic vs. private address ranges
Special addressesSpecial addresses

Port and network address translationPort and network address translation

77
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Transmitting PacketsTransmitting Packets

Link layerLink layer
Address Resolution Protocol (ARP)Address Resolution Protocol (ARP)

Network Layer RoutingNetwork Layer Routing
Internet is a Internet is a ““network of networksnetwork of networks””
State complexity at edgesState complexity at edges
Routing complexity in gatewaysRouting complexity in gateways

Interior gateway protocolsInterior gateway protocols
External gateway protocolsExternal gateway protocols
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Transmitting PacketsTransmitting Packets
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Internet Control Message Internet Control Message 
Protocol (ICMP)Protocol (ICMP)

Network layer protocolNetwork layer protocol
Transported over IPTransported over IP
Works Works ““handhand--inin--handhand”” with IP with IP 

Network testing (Ping)Network testing (Ping)
Error reportingError reporting
Congestion ReportingCongestion Reporting
Route RedirectionRoute Redirection
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Transport LayerTransport Layer

EndEnd--toto--end communication for end communication for 
applicationsapplications
Multiplex using source/destination portsMultiplex using source/destination ports
User Datagram protocol (UDP)User Datagram protocol (UDP)

ConnectionlessConnectionless
Low overheadLow overhead

1111



1
2

Transport Layer (part 2)Transport Layer (part 2)

Transmission Control Protocol (TCP)Transmission Control Protocol (TCP)
Connection orientedConnection oriented
EndEnd--toto--end reliabilityend reliability
ResequencingResequencing
Flow controlFlow control
Extra overhead Extra overhead 
(handshake/acknowledgement)(handshake/acknowledgement)
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IPv6IPv6

Addressing (128 bit space)Addressing (128 bit space)
Unicast/multicast/anycastUnicast/multicast/anycast

ICMPv6ICMPv6
Neighbor discoveryNeighbor discovery
AutoconfigurationAutoconfiguration

Extension headersExtension headers
Integrated security and mobilityIntegrated security and mobility
Transition mechanismsTransition mechanisms
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Common ApplicationsCommon Applications
Dynamic Host Configuration Protocol Dynamic Host Configuration Protocol 
(DHCP)(DHCP)
Domain Name System (DNS)Domain Name System (DNS)
Hypertext Transfer Protocol (HTTP)Hypertext Transfer Protocol (HTTP)
EmailEmail

Simple Mail Transfer Protocol (SMTP)Simple Mail Transfer Protocol (SMTP)
Post Office Protocol (POP3)Post Office Protocol (POP3)
Internet Message Access Protocol (IMAP)Internet Message Access Protocol (IMAP)

Secure Socket Layer (SSL)Secure Socket Layer (SSL)
Telnet/Secure Shell (SSH)Telnet/Secure Shell (SSH) 1414
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Communication ArchitecturesCommunication Architectures
ClientClient--ServerServer

WebWeb
Online gamingOnline gaming
DatabaseDatabase
EmailEmail

PeerPeer--toto--Peer (P2P)Peer (P2P)
File sharing networksFile sharing networks
TelephonyTelephony
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Control/Transmission Control/Transmission 
ProtocolsProtocols

Session Initiation Protocol (SIP)Session Initiation Protocol (SIP)
Session Description Protocol (SDP)Session Description Protocol (SDP)
H.323H.323
RealReal--time Transport Protocol (RTP)time Transport Protocol (RTP)
RealReal--time Transport Control Protocol time Transport Control Protocol 
(RTCP)(RTCP)
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Quality of Service (QoS)Quality of Service (QoS)

Issues:Issues:
Dropped/error packetsDropped/error packets
DelayDelay
JitterJitter
OutOut--ofof--order deliveryorder delivery

Differentiated Services (DiffServ)Differentiated Services (DiffServ)
Priority markings in packetPriority markings in packet
Queuing strategies to tailor Queuing strategies to tailor 
performanceperformance 1717
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Security ObjectivesSecurity Objectives

Confidentiality / Integrity / AvailabilityConfidentiality / Integrity / Availability
Access controlAccess control

AuthenticationAuthentication
AuthorizationAuthorization

NonNon--repudiationrepudiation
Security vs. complexity (attack surface)Security vs. complexity (attack surface)
Layered security & redundancyLayered security & redundancy
Audit & complianceAudit & compliance
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Security MechanismsSecurity Mechanisms
Network and application securityNetwork and application security

Filtering/firewallsFiltering/firewalls
Intrusion detection & preventionIntrusion detection & prevention
Configuration/patch managementConfiguration/patch management
Identity & access managementIdentity & access management

CryptographyCryptography
IPsecIPsec
SSL/TLSSSL/TLS
Key management (PKI/SKM)Key management (PKI/SKM)
Standards vs. DIYStandards vs. DIY

P2P vs. clientP2P vs. client--serverserver 1919
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